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This study aimed to develop a structured model for identifying and explaining the
barriers to establishing an effective internal control system in banks using the ISM—
DEMATEL method. The research employed an applied, qualitative design. Data were
collected through semi-structured interviews with 12 experts in banking internal
control, including university faculty, supervisory personnel, and members of bank
audit and risk committees. Purposive and snowball sampling were used until
theoretical saturation was reached. Thematic analysis using MAXQDA identified core
components, after which Interpretive Structural Modeling (ISM) and DEMATEL were
applied to determine causal relationships and hierarchical structuring of the factors.
The qualitative analysis revealed six main categories: organizational and structural
barriers, legal and regulatory barriers, technological and informational barriers, human
and skill-related barriers, process and operational barriers, and environmental and
external barriers. DEMATEL showed that organizational and structural barriers
possess the highest driving power, while legal-regulatory and technological—
informational barriers act as linking factors. Human-skill, operational—process, and
environmental-external barriers were classified as dependent factors. The ISM model
demonstrated a hierarchical pattern in which environmental barriers exert the strongest
direct influence on organizational structure. The results indicate that strengthening
organizational and structural foundations should be the first step in overcoming
barriers to effective internal control. Enhancing legal frameworks and technological
infrastructures as linking factors further enables improvement in dependent factors,
ultimately supporting the establishment of a robust and sustainable internal control
system in banks.

Keywords: Internal control system; strategic management; ISM—DEMATEL; banking
sector; organizational barriers.
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Extended Abstract

Introduction

Internal control systems have increasingly become a central pillar of organizational governance,
performance assurance, and financial transparency, particularly in environments where economic
volatility, technological disruption, and regulatory pressures shape organizational behavior. In developing
economies, where institutional structures are often fragile and organizations face persistent environmental
and operational uncertainties, the establishment of an effective internal control framework becomes even
more essential. Prior studies emphasize that internal controls serve not only as safeguards of organizational
assets but also as mechanisms to enhance financial reporting quality and reduce opportunistic managerial
behavior. For instance, empirical findings show that weaknesses in internal controls are strongly
associated with higher levels of earnings manipulation and reduced accuracy in reporting outcomes,
underscoring the need for strengthened internal auditing practices and strategic oversight (Mamatzakis et
al., 2023).

In the context of public and semi-public organizations, internal control systems play a strategic
role in ensuring compliance, enhancing transparency, and maintaining institutional legitimacy. Research
on government financial systems demonstrates that internal controls grounded in risk-based approaches
significantly contribute to greater clarity in financial reporting and strengthen institutional accountability
mechanisms (Ma'roof, 2025). This is consistent with institutional theories that highlight how regulatory
frameworks and governance standards shape organizational behavior and influence the development of
internal control structures, particularly in environments experiencing rapid transformation and regulatory
evolution (Metwally & Diab, 2024).

Furthermore, technological advancements have created new opportunities and challenges for
internal control practitioners. The expansion of digital systems, the integration of e-accounting platforms,
and the adoption of data-driven auditing have reshaped organizational processes. Studies in small and
medium enterprises demonstrate that e-accounting significantly enhances performance when mediated by
strong internal control mechanisms, suggesting a dynamic interplay between technological capability and
organizational control practices (Alfartoosi & Jusoh, 2021). Similarly, research in the banking sector
provides evidence that internal control systems form the backbone of operational and strategic
performance, particularly when organizations operate in high-risk environments or under regulatory
pressure (Mahdi et al., 2023).

However, establishing effective internal controls is not solely dependent on technology or policy.
Human resource competencies, organizational culture, and management readiness also play critical roles.
Studies examining innovation intensity in public sector organizations highlight that internal control
effectiveness is influenced by leadership style and employee capabilities, suggesting that internal controls
are as much behavioral and structural tools as they are technical frameworks (Hoai et al., 2022).
Additionally, weaknesses in staff skills, inadequate training, and unclear process guidelines contribute to
diminished control effectiveness and operational inefficiencies.

Environmental and industry-specific variables further complicate internal control implementation.
Research conducted in African and Asian markets indicates that internal control performance is affected
not only by internal organizational elements but also by external forces such as market instability,
technological uncertainty, and shifting industry regulations (Nanzala & Ingabo, 2021); (Kwatilaho, 2023). In
the Iranian context, the banking sector faces structural complexities, diverse regulatory demands, and
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rapid digital transformation, creating a heightened need for integrated models that can systematically
identify and analyze the barriers to internal control implementation.

Moreover, recent scholarship emphasizes the importance of strategic management perspectives in
supporting internal control development. Studies in the field of strategic management accounting
demonstrate how structural interpretive approaches—such as ISM-based analytical frameworks—can
provide clarity in mapping interrelated organizational variables and identifying leverage points in complex
operational systems (Radfarnia et al., 2025). Parallel research in digital transformation highlights the role
of strategic control models in enhancing organizational adaptability and supporting long-term stability
(zare et al., 2025). In addition, literature focusing on management development underscores the value of
strategic thinking and human resource productivity in strengthening organizational systems, including
internal controls (Miri, 2025).

Similarly, studies from Southeast Asia reinforce the importance of strategic management in
improving institutional quality, especially within educational and public-sector organizations undergoing
digitalization (Mustika et al., 2025). Research in Indonesia also shows that strategic management
accounting plays a vital role in fostering competitive advantage, particularly when organizations face
technological disruptions and global competition (Pasaribu et al., 2025).

In the Iranian banking industry, internal control concerns remain pronounced due to regulatory
fragmentation, organizational complexity, and the pressure to adopt digital technologies while maintaining
compliance. Empirical studies in this context demonstrate that internal control systems have a direct and
significant effect on financial reporting quality, while organizational complexity has a negative effect,
complicating control implementation and performance outcomes (Bidari & Kafashan, 2024). Likewise,
research on financial distress and earnings management reveals that internal control quality moderates
opportunistic managerial behaviors, reinforcing the need for robust internal control frameworks
(Hasanvand, 2023).

Given these challenges and the interconnected nature of internal control barriers, scholars
increasingly recommend systems-based methodologies to identify, categorize, and analyze the multilevel
obstacles that hinder effective internal control establishment. Approaches such as Interpretive Structural
Modeling (ISM) and the DEMATEL technique provide structured analytical processes to uncover causal
relationships and hierarchical linkages among complex organizational factors (Otoo et al., 2023). These
tools enable organizations to prioritize intervention strategies, enhance control mechanisms, and foster
strategic alignment across different organizational subsystems.

Based on these theoretical and empirical insights, the present study aims to develop a structured
model of the barriers affecting the establishment of effective internal controls in the banking sector using
the ISM—-DEMATEL hybrid method.

Methods and Materials

This study employed a qualitative research design aimed at identifying and modeling the barriers
to implementing effective internal control systems in the banking sector. Expert interviews were
conducted with individuals possessing extensive knowledge in banking oversight, risk management, audit
committees, and academic specialization in financial management. Sampling was purposeful and followed
the logic of theoretical saturation. Interviews continued until no new conceptual insights emerged. Data
were analyzed through thematic analysis using MAXQDA software to extract core categories.
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Subsequently, the identified components were evaluated using the DEMATEL method to determine causal
relationships and influence intensity among the variables. Interpretive Structural Modeling (ISM) was
then applied to construct a hierarchical structure of the identified barriers.

Findings

The thematic analysis revealed six primary categories of barriers affecting internal control
effectiveness: (1) organizational and structural barriers, (2) legal and regulatory barriers, (3) technological
and informational barriers, (4) human and skill-based barriers, (5) process and operational barriers, and
(6) environmental and external barriers. DEMATEL analysis showed that organizational and structural
barriers possessed the strongest driving power, making them foundational influencers within the system.
Legal-regulatory and technological-informational barriers were classified as linking factors,
characterized by both high influence and high dependence. Human-skill, process—operational, and
environmental—-external factors were categorized as dependent variables, heavily influenced by higher-
level barriers.

The ISM findings indicated a clear hierarchical structure. Environmental and external barriers
occupied the foundational level, followed by technological, human, and operational barriers at the middle
level, while organizational and regulatory barriers were positioned at the highest level of dependence and
complexity.

Discussion and Conclusion

The study demonstrated that internal control barriers are interconnected, forming a layered
structure that requires phased and strategic intervention. Organizational and structural weaknesses were
found to be the most influential, suggesting that internal control reforms must begin with strengthening
organizational design, resource allocation, and internal culture. Linking barriers—Ilegal, regulatory, and
technological—play an intermediary role and must be systematically addressed to ensure alignment
between organizational strategy and operational execution. Dependent barriers, including human,
operational, and environmental factors, manifest as downstream effects of weaknesses in higher-order
systems.

These findings confirm that effective internal control implementation requires a holistic approach
that simultaneously addresses structural, regulatory, technological, and human-centered dimensions. The
combined use of ISM and DEMATEL proved valuable for clarifying complex relationships and
identifying leverage points for organizational intervention. Ultimately, the study highlights that internal
control strengthening in the banking sector necessitates not only regulatory compliance but also strategic
management foresight, technological readiness, and continuous capacity-building across organizational
layers.
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