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ABSTRACT

In today's world, alongside the process of globalization and the expansion of media and cyberspace, crimes
committed within the framework of this process and space have also increased, giving rise to a new spectrum of
crimes. This issue is even more pronounced with regard to the armed forces due to their sensitive position in
ensuring security. Therefore, this article aims to explore legal texts, existing laws, and relevant documents while
addressing the various crimes committed in cyberspace and proposing appropriate preventive policies in this
regard. The article raises the question: What are the most significant crimes related to the armed forces in
cyberspace? And what preventive policies, suitable for the harms and crimes in the realm of cyberspace within the
armed forces, can be adopted? In response, the hypothesis proposed is that "cyber espionage, disclosure of
confidential information and data, negligence, recklessness, failure to comply with governmental regulations, and
participation in protest campaigns are the most significant crimes in this domain. Therefore, fostering a culture of
cyberspace usage, localizing it, promoting critical thinking, teaching media literacy, criminalizing, and planning
deterrent measures in legislation are proposed as the most important preventive policies for cyber-related harms
and crimes in the armed forces." The conclusion of the article shows that factors related to cyberspace, the physical
environment, and the individual characteristics of armed forces personnel play a significant role in the occurrence
of cyber-related harms and crimes in these forces.
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EXTENDED SUMMARY

The rapid advancement of technology and continuous progress in information, communication,
satellite, and internet domains have catalyzed profound transformations within human societies,
yielding a multitude of both positive and negative consequences. Among these, the impact of the
internet and cyberspace on communication has been particularly significant, engendering numerous
changes and disruptions across various sectors. Social networks, recognized as the most substantial
achievement of the internet and cyberspace, have gained widespread popularity due to their limitless
connectivity, anonymity, extensive freedom, and the ability of users to interact without geographical
and temporal constraints (Amani Kalarijani, 2016). However, the widespread adoption of cyberspace
has introduced novel challenges in the realms of social pathology and cybercriminology. Certain
harms and crimes, which were previously less prevalent in the physical world, have been exacerbated
by the facilitative, complementary, or overflow roles of cyberspace. Concurrently, as the general
population increasingly engages with cyberspace, armed forces have also been drawn into its usage.

vaq




tlesa L g W ) ey sl g g5l sl b hadi e ail s g iud Aallaa

Despite organizational restrictions that limit the online activities of military personnel compared to
other societal groups, preliminary analyses of crime statistics handled by military judicial
organizations in recent years indicate that armed forces are susceptible to the dilemmas and harms
associated with cybercrimes. Examples of such crimes include the disclosure of military identities
and operational histories, leaking of classified military information, participation in protest
campaigns, dissemination of media content undermining military authority, and interactions with
foreign entities. This study aims to identify and analyze cyber-related harms and crimes within the
armed forces and propose appropriate preventive policies based on legal texts and existing
regulations.

Cyberspace, a term that lacks a universally accepted definition, is often interchangeably used with
the internet or a digital virtual realm. Definitions from prominent organizations such as the U.S.
Central Intelligence Agency (CIA), the U.S. National Security Agency (NSA), and the Russia-U.S.
Cybersecurity Summit describe cyberspace as a global domain within the information environment,
comprised of interconnected information technology infrastructures, including the internet,
telecommunications networks, and computer systems (Mbanaso & Dandaura, 2015). Additionally,
Cripendorff (2010) posits that cyberspace emerges from humanity's collective ability to design,
utilize, and conceptualize technological artifacts, while Gibson (1984) emphasizes its anthropological
dimension as a significant cultural shift towards a post-industrial society.

Cyber crimes, or computer crimes, represent a prevalent global phenomenon involving activities that
disrupt networks, steal sensitive and private information, hack into identities and bank accounts,
and transfer funds illicitly. These crimes have gained prominence alongside the centralization of
computers in commerce, entertainment, and government operations. Defined by Hedayati Chenani
(2021), cyber crimes are offenses committed against individuals or groups, directly or indirectly,
using modern telecommunication networks such as chat rooms, emails, and mobile phones, with
criminal intent to cause deliberate harm or physical and psychological damage to victims. The Oxford
Dictionary characterizes cyber crimes as criminal activities conducted via computers or the internet
(Oxford Dictionary). These crimes encompass a wide range of illicit activities, including hacking,
virus dissemination, logic bombs, denial-of-service attacks, phishing, email bombing, web theft,
cyber harassment, identity theft, credit card fraud, salami attacks, software piracy, cyber
pornography, and pharming (Hedayati Chenani, 2021). The proliferation of transnational cyber
crimes is exacerbated by the absence of effective global norms and cooperative mechanisms for
prosecuting and punishing offenders. In response, the United Nations General Assembly has
adopted resolutions emphasizing the detrimental impact of malicious use of information
technologies on global stability and security. The International Telecommunication Union (ITU) has
facilitated initiatives like the C5 Action Line—fostering trust and security in information and
communication technologies—and launched a global cybersecurity agenda in 2007 to promote
international cooperation in this domain (Gastorn).

Preliminary statistics from military judicial organizations reveal that armed forces personnel are
increasingly vulnerable to cyber-related harms and crimes. This necessitates the identification and
elucidation of cybercrimes within the military context, focusing on significant offenses such as cyber
espionage, disclosure of classified information and data, negligence or carelessness, non-compliance
with governmental regulations, and participation in unauthorized protest campaigns. Cyber
espionage, a critical concern, has long been recognized across various national legal frameworks,
typically warranting severe penalties. Espionage involves the clandestine acquisition of information
in favor of an adversary, necessitating stringent legal repercussions. According to Article 19 of the
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Brussels Resolution No. 1874, espionage is defined as the covert collection of information using
special means and pretexts, with the intent to surrender it to the opposing side. The European
Council’s optional list (Recommendation No. 9(89)) defines computer espionage as the acquisition,
disclosure, transfer, or use of professional or commercial secrets without authorization, intending
economic harm or illicit economic advantage (Hedayati Chenani, 2021). Iran’s Electronic Commerce
Law of 2003 similarly criminalizes the illegal acquisition and dissemination of commercial and
economic secrets within the electronic environment, prescribing penalties for such actions.
Specifically, Article 501 of the Islamic Penal Code imposes imprisonment from one to ten years for
individuals who deliberately disclose national policy secrets to unauthorized persons, reflecting the
severe implications of espionage within the military. Additionally, Article 24 of the Islamic Republic
of Iran’s Penal Code for Armed Forces defines espionage with a focus on the military context,
mandating harsh penalties for military personnel who provide classified information to enemies or
unauthorized foreign entities (Fatahi Zafarkandi, 2019).

Another significant cybercrime within the military is the unauthorized disclosure of confidential
information and data. Access to military information is restricted due to national security
considerations, and most governments implement classification systems to balance the state's need
for confidentiality with the public's right to information. Disclosure of classified military data
jeopardizes national security and is therefore treated as a severe offense. Article 501 of the Islamic
Penal Code stipulates imprisonment for individuals who knowingly or intentionally disclose national
policies to unauthorized persons, equating such actions with espionage. Furthermore, military-
specific regulations, such as Article 48 of the Disciplinary Regulations of the Armed Forces of the
Islamic Republic of Iran, mandate strict adherence to information protection protocols, imposing
imprisonment from six months to two years for unauthorized disclosures. Article 26 of the Penal
Code for Armed Forces outlines more severe penalties based on the classification level of the
disclosed information, ranging from three to fifteen years of imprisonment, highlighting the
differentiated treatment based on the sensitivity of the information involved (Sarikhani, 2014).
Participation in unauthorized protest campaigns also constitutes a significant cybercrime within the
military, posing substantial risks to national security. Article 498 of the Islamic Penal Code
criminalizes the formation or management of groups aimed at undermining national security,
prescribing imprisonment from two to ten years for non-military personnel and defining similar
offenses within the Armed Forces Penal Code. The formation of such groups, especially when
conducted via the internet, leverages the expansive reach and potential harm of cyber platforms,
necessitating stringent legal measures to prevent the destabilization of national security through
collective actions. Negligence or carelessness in handling classified information represents another
critical cybercrime within the military context. Given the extensive use of social networks and the
ease of information dissemination, even inadvertent lapses in information security can lead to
significant national security breaches. Article 506 of the Disciplinary Regulations imposes
imprisonment from one to three years for military personnel whose negligence results in the
unauthorized disclosure of classified information. Similarly, Article 14 of the Penal Code for Armed
Forces mandates imprisonment for three months to one year for military personnel who, through
carelessness, disclose classified information. These regulations underscore the imperative for
stringent information security protocols and the severe consequences of failing to adhere to them
within the military.

Criminalization of cybercrimes remains a fundamental strategy in combating cyber offenses within
the military. Establishing clear legal definitions and stringent penalties serves as a deterrent against
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the perpetration of such crimes. According to Naimi (2022), criminalization can adopt a preventive
role by deterring potential offenders through the threat of punishment, thereby reducing the
incidence of cybercrimes (Naimi, 2022). This approach aligns with the principle that increasing the
likelihood of punishment diminishes the prevalence of criminal behavior (Wilson, 1983). In the
context of the military, criminalizing cyber offenses involves codifying specific acts as crimes,
defining their scope, and implementing corresponding penalties. For instance, the differentiation
between various levels of classified information and the corresponding legal repercussions ensures
that the severity of the punishment matches the gravity of the offense. Additionally, legislative
measures must account for the unique operational environments of military personnel, ensuring that
the laws are both comprehensive and adaptable to evolving cyber threats.

Effective criminalization requires not only robust legal frameworks but also the integration of
sociological strategies to address the root causes of cybercrimes. Najafi Abrandabadi (2009)
emphasizes that criminalization should be complemented by societal measures, such as enhancing
awareness and education about cyber threats, thereby fostering a culture of compliance and vigilance
within the military (Najafi Abrandabadi, 2009). By incorporating both legal and sociological
dimensions, prevention policies can more effectively mitigate the risks associated with cybercrimes,
ensuring that military personnel are both aware of the legal consequences and equipped with the
knowledge to prevent such offenses.

Enhancing media literacy and fostering critical thinking among military personnel are pivotal
strategies in preventing cybercrimes. Media literacy equips individuals with the skills to critically
evaluate and analyze media messages, discern credible information from misinformation, and
effectively navigate the complexities of cyberspace (Shams, 2014). In the military context, media
literacy training can empower personnel to recognize and mitigate the risks associated with cyber
threats, such as phishing, social engineering, and the dissemination of malicious content. Studies,
such as those by Anapang, have demonstrated that individuals who undergo media literacy training
exhibit higher levels of awareness and critical thinking, making them less susceptible to cyber
manipulations (Najafi Abrandabadi, 2009).

Critical thinking, as defined by Rouhparvar (2022), involves the ability to adopt a rational and
reasoned approach to problem-solving, enabling individuals to assess the validity of information and
make informed decisions. In the military, fostering critical thinking is essential for evaluating the
reliability of cyber information, identifying potential threats, and developing effective
countermeasures. Encouraging a culture of skepticism and analytical reasoning within the armed
forces can significantly reduce the likelihood of personnel falling victim to cyberattacks or
inadvertently contributing to security breaches. Moreover, critical thinking enhances the ability of
military personnel to respond adaptively to dynamic cyber environments, ensuring that they can
effectively counter emerging threats and maintain operational security (Rouhparvar, 2022).
Institutionalizing a culture of cyberspace usage and localizing technological practices are essential
components of effective cybercrime prevention within the military. Cultural localization involves
adapting technological tools and practices to align with the specific cultural, operational, and security
needs of the military organization (Saberi, 2017). This process ensures that cyberspace is utilized in
a manner that enhances national security, leverages existing technological assets, and mitigates the
risks associated with cyber vulnerabilities. By fostering a culture that prioritizes cybersecurity and
adheres to localized protocols, the military can create a resilient and secure cyber environment.
Moreover, organizational integration of cybersecurity measures involves embedding security
practices into the everyday operations of military institutions. This includes the implementation of
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standardized protocols for information handling, regular cybersecurity training, and the
establishment of dedicated cybersecurity units within the military structure (Izadi Tameh, 2018).
Effective integration ensures that cybersecurity is not an isolated function but a core aspect of
military operations, thereby enhancing the overall security posture of the armed forces.

The strategic localization of technology also involves the development and deployment of indigenous
cybersecurity solutions tailored to the unique needs of the military. This approach reduces
dependency on foreign technologies, mitigates the risks of supply chain vulnerabilities, and enhances
the ability to respond swiftly to emerging cyber threats. Additionally, localized technological
practices facilitate the creation of robust defense mechanisms that are congruent with national
security objectives and operational requirements (Izadi Tameh, 2018).

Institutionalizing a culture of cybersecurity within the military encompasses not only technological
measures but also the cultivation of ethical standards and professional responsibilities related to
cyber conduct. This holistic approach ensures that military personnel are not only technically
proficient but also ethically committed to maintaining the integrity and security of cyberspace. By
fostering a pervasive culture of cybersecurity, the military can effectively deter cybercrimes and
enhance its defensive capabilities against cyber threats.

Structural transformations driven by the adoption of information and communication technologies
have presented new challenges to human societies, including the armed forces. Cybercrimes within
the military are an emergent phenomenon in the era of globalization and modernization, altering the
nature and scope of criminal activities. The proliferation of the internet and the expansion of its
bandwidth have not only transformed the quantitative and qualitative aspects of cybercrimes but
have also facilitated the migration of criminal activities from the physical realm to cyberspace. This
study examined four primary cybercrimes within the armed forces: espionage, disclosure of classified
information, negligence or carelessness, and participation in unauthorized protest campaigns.
Comparative analysis reveals that while some countries, such as France, extend the definition of
espionage to include objects, Iranian military laws predominantly focus on information as the
subject of espionage. Additionally, unlike progressive nations that classify aiding espionage as a
distinct offense, Iranian laws metaphorically incorporate such acts within broader legal provisions.
The regulation of participation in protest campaigns via the internet underscores the necessity for
stringent legal penalties due to the extensive reach and potential harm of such actions. Furthermore,
the criminalization of negligence and carelessness in handling classified information highlights the
need for clear legal definitions and robust training programs to prevent security breaches. These
findings underscore the imperative for comprehensive legal frameworks and preventive measures
tailored to the unique cybercrime challenges faced by the military.
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