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ABSTRACT

In today's world, the filtering (censorship) of social media networks is employed by governments as
one of the tools for controlling and managing the virtual space. However, this action can lead to
serious challenges regarding the civil liability of the state and the violation of citizens' rights. This
article examines the jurisprudential and legal foundations of the state's civil liability in regard to
filtering social media networks. In the jurisprudential section, principles such as the rule of La zarar
(no harm), respect for human dignity, the sanctity of a believer's privacy, the generality of consent,
and the rule of Tasbib (causation) are discussed, and their role in the state's accountability for the
damages caused by filtering is clarified. These principles emphasize the necessity of safeguarding
individual rights, privacy, and preventing unjust harm to citizens. In the legal section, theories of
liability based on fault, the theory of risk, and the theory of guaranteed rights are analyzed. According
to these theories, the state will be liable for compensating damages caused by violating fundamental
rights of users, such as freedom of speech and access to information. The research methodology of
this study is descriptive-analytical, and the findings indicate that the state's civil liability in regard to
filtering, both from a jurisprudential and legal perspective, is mandatory. Any limitation on access
to the virtual space should be carried out with respect to the fundamental rights of citizens and with
consideration of its legal and social consequences.
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rights.
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EXTENDED SUMMARY

The concept of civil responsibility of the state in Islamic jurisprudence, particularly in relation to
actions such as filtering social media networks, has not been extensively discussed in classical Islamic
texts. However, the principle of civil responsibility, rooted in the maxim La zarar wa La zirar fi al-
Islam (no harm should remain unremedied), remains foundational. In Islamic legal thought, harm
caused by an individual or the state must be compensated, ensuring that no damage goes
unredressed. This concept aligns with contemporary discussions on the civil responsibility of
governments, particularly in cases where state actions, such as censorship or the filtering of content,
cause harm to citizens. Governments’ growing involvement in regulating the digital space—especially
with the advent of social media—has made the discussion of state liability in cyberspace even more
pertinent. This article examines the foundations of the state’s civil responsibility in relation to the
filtering of social media networks, using both Islamic jurisprudence and contemporary legal
frameworks to explore the ethical, legal, and moral implications of these practices.

The increasing use of social media as a tool for communication, economic interaction, and social
engagement has transformed traditional modes of information exchange. While social media
platforms offer significant benefits, they also present new challenges, such as the spread of harmful
content, privacy violations, and the potential for societal harm. Governments have increasingly
implemented policies like internet filtering and content regulation as a means of controlling access
to harmful or illegal material. However, such policies can infringe upon fundamental rights,
including the right to free expression, access to information, and privacy. While these policies may
serve to protect the public interest, they also raise concerns about the balance between ensuring
security and protecting individual freedoms. In this context, the paper investigates the legal and
ethical underpinnings of state responsibility for the filtering of social media networks, addressing
questions such as: To what extent is the state liable for the harm caused by filtering? And, can the
state act without taking responsibility for the damages inflicted on its citizens?

In Islamic law, the notion of civil responsibility finds its basis in several foundational principles. The
most significant of these is the La zarar principle, which prohibits the imposition of harm without
recompense. This principle is reinforced by the belief that the state has an obligation to prevent harm
to its citizens, even in the context of digital regulation. For instance, filtering may be implemented
to safeguard against harmful content, but this action itself can result in harm, particularly when it
restricts access to information or interferes with free expression (Pournajafi Qoshchi et al., 2020). The
state must thus ensure that its actions in regulating cyberspace do not unjustly harm individuals or
infringe upon their rights. The principle of La zarar is particularly relevant when discussing
government-imposed internet censorship, as it emphasizes that harm caused by such actions must
be addressed through appropriate legal remedies. If filtering measures cause undue harm, such as
financial losses for online businesses or the curtailing of individual freedoms, the government could
be held responsible for compensating the affected parties.

The concept of La zarar is complemented by other Islamic principles, such as the respect for privacy
and the protection of human dignity. Privacy is a cornerstone of Islamic jurisprudence, particularly
in the digital realm where personal data can be exposed or mishandled by government actions. The
principle of Haram al-Mu’'min (respect for the sanctity of individuals) asserts that individuals’
privacy must be protected and that any violation of this sanctity—whether in the physical or digital
world—entitles the affected parties to compensation (Seyed Saadati, 2013). This principle applies to
government actions, such as excessive surveillance or intrusive filtering, which can violate the
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privacy of individuals using social media. The paper argues that the state must take proactive
measures to protect users' privacy while also balancing its role in ensuring public safety. As such, the
state’s failure to respect privacy through indiscriminate filtering could result in its civil responsibility
for the harm caused, as this action constitutes an infringement on users' rights.

In addition to Islamic jurisprudence, modern legal frameworks also provide a basis for holding the
state accountable for the consequences of internet filtering. The legal theories of negligence-based
liability and risk-based liability offer insights into how the state’s actions in cyberspace can be
evaluated. Negligence-based liability requires proof that the state’s actions were careless or without
adequate justification. For instance, if the government filters content without sufficient legal basis
or fails to consider the broader societal consequences of its actions, it could be deemed negligent and
therefore liable for the damages incurred (Mirdadashi, 2014). On the other hand, risk-based liability
focuses on the inherent risks associated with certain state actions, such as internet filtering. In this
case, even if the government acts in good faith, the act of filtering itself may be inherently harmful to
individuals’ rights and freedoms. Therefore, the government may still be liable for the resulting
damage, regardless of the absence of direct fault. This approach underscores the idea that some
actions, such as filtering, carry risks that inherently harm citizens' rights, and as such, the state
should be held responsible for any resulting harm.

Further, the guarantee of rights theory emphasizes the state’s duty to protect citizens’ fundamental
rights, including their right to access information and to free expression. This theory asserts that
when an individual’s rights are violated, the state has an obligation to remedy the harm by providing
compensation (Sartipzadeh & Ghaffari, 2018). The right to access information has become
increasingly important in the digital era, as social media networks serve as key platforms for
communication, education, and business. Any state action that limits access to these platforms must
be scrutinized to ensure that it does not violate citizens' rights. In the case of social media filtering,
the state must demonstrate that its actions are legally justified and do not unduly restrict citizens'
ability to engage in free expression or access information. If the government imposes unjustifiable
restrictions on social media networks that hinder citizens' access to information, it would be liable
for any resulting harm.

Finally, the paper discusses the legal implications of these theories in the context of the Iranian legal
system. The Citizens' Rights Charter of the Islamic Republic of Iran underscores the right of citizens
to access information freely and without discrimination, which is protected by law (Article 33,
Citizens' Rights Charter, 2016). This right includes access to social media platforms, which play a
crucial role in contemporary communication. The government's actions to filter or block these
platforms may violate this fundamental right, and if these actions lead to harm—whether economic,
social, or personal—the government should be held accountable for the resulting damages. The paper
advocates for a legal framework that recognizes the state's civil responsibility for filtering actions and
ensures that any harm caused is compensated. As digital engagement becomes increasingly central
to daily life, it is essential that legal systems evolve to address the complexities of state actions in
cyberspace and the responsibility of governments to protect citizens' rights.

In conclusion, this paper argues that the state holds civil responsibility for the harm caused by its
actions in filtering social media networks. Drawing from both Islamic jurisprudence and modern
legal theories, the paper highlights the importance of balancing the state’s regulatory role with the
protection of individual rights. The state's responsibility in this regard is not contingent on proving
negligence but rather on the inherent risks and consequences of filtering actions. The state must take
steps to ensure that its actions in cyberspace do not infringe upon the fundamental rights of citizens,
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and it must compensate for any harm caused by unjustified filtering measures. As the digital
landscape continues to evolve, the legal and ethical frameworks surrounding the civil responsibility
of the state will need to adapt to ensure the protection of individual rights in the virtual world.
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